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Abstract

This study examines the concept of economic reengineering through cybersecurity under
international sanctions, focusing on the Iranian case after 2018. Its central research problem concerns
how a state subjected to severe sanctions has been able to reengineer its economy through digital and
cyber tools, and the extent to which this model can remain effective in terms of continuity and
adaptation. The study aims to explain how sanctions have driven Iran to establish parallel economic
channels through shadow banks, front companies, cryptocurrencies, and the cyber infrastructure
supporting them. The study adopts an inductive approach and a descriptive-analytical method to
examine the relationship between international sanctions and the emergence of Iran's parallel digital
economy. The study concludes that cybersecurity is no longer merely a defensive instrument; rather,
it has become an integral component of economic management and reengineering in a sanctions
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environment, contributing to the continuation of financial and commercial flows through alternative
channels. The findings also demonstrate that this model has achieved a certain degree of adaptability
and continuity; however, it remains costly and vulnerable to the development of international
monitoring mechanisms and financial-tracking technologies. The study anticipates three possible
future trajectories, among which the adaptive-continuity scenario appears to be the most realistic.

Keywords: International sanctions, parallel economy, shadow banks, cryptocurrencies,
cybersecurity, front companies.
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